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Abstract— The equality and anonymity of peer-to-peer
networks makes them vulnerable to routing denial of
service attacks fr om misbehaving nodes. In this paper,
we investigate how existing social networks can bene�t
P2P networks by leveraging the inherent trust associated
with social links. We present a trust model that lets us
compare routing algorithms for P2P networks overlaying
social networks. We propose SPROUT, a DHT routing
algorithm that signi�cantly increasesthe probability of
successfulrouting by using social links. Finally, we discuss
further optimization and designchoicesfor both the model
and the routing algorithm.

I . INTRODUCTION

Becauseof the anonymity of peers and the lack
of a centralizedenforcementagency, P2P systemsare
especiallyvulnerableto a category of attackswe call
misroutingattacks.We usethe term misrouting to refer
to any failureby a nodeto forwarda messageto theap-
propriatepeeraccordingto thecorrectroutingalgorithm.
This includesdroppingthe messageor forwarding the
messageto othercolluding nodesinsteadof the correct
peer, perhapsin an attemptto control the resultsof a
query. A malicious node may wish to masqueradeas
the index owner of the key beingqueriedfor in orderto
disseminatebadinformationandsuppresscontentshared
by otherpeers.

In addition, malicious users can acquire several
valid network identi�ers and thus control multiple dis-
tinct nodesin the network. This is referred to as the
Sybil attack and has been studied by various groups
(e.g.[4] [3] [7]). This impliesthata smallnumberof ma-
licious userscancontrol a large fraction of the network
nodes,increasingthe probability that they participatein
any given messageroute.

To avoid routingmessagesthroughpossiblymalicious
nodes,wewouldpreferforwardingourmessagesthrough
nodescontrolledby peoplewe know personally, perhaps
from a real life social context. We could most likely
assumeour friendswould not purposefullymisrouteour

messages.1 Likewise, our friends could try and forward
our messagethrough their friends' nodes.This would
requirea mechanismto identify who our socialcontacts
areandlocatethemin thenetwork whenthey areonline.

Fortunately, this mechanismalreadyexists in theform
of various social network services.AOL, Microsoft,
and Yahoo! all provide instant messagingservicesto
millions of users,alerting them when their friends log
on.Many websites,like Friendster, specializein creating
andutilizing socialnetworks.We proposebuilding peer-
to-peer networks which leveragetheseexisting social
network servicesto establishadditional,highly trusted,
links at little additionalcost.To determinethe value of
sucha systemwe needa new way of modelling social
trust and how it translatesto the chanceof misrouting.
We presentsucha trust model in SectionII.

Adopting social links in an unstructuredP2Pnetwork
is relatively simple,sincenodesarefreeto connectto any
peers.However, usingthemin structurednetworks (e.g.
DHTs) is more challengingbecausepeer connections
are typically determinedalgorithmically. In SectionIII
we present SPROUT, a routing algorithm that takes
advantageof social links in structurednetworks, and
compare it to current standardrouting techniquesin
Section IV. Social networks can be exploited by P2P
systemsfor a variety of other reasons.In SectionV we
discussapplicationscenarioswhereour modelis useful,
as well as other related and future work. Finally, we
concludein SectionVI.

I I . TRUST MODEL

The basicassumptionof this paperis that computers
managedby friends are not likely to be sel�sh or
malicious and deny us service or misroute our mes-
sages.Similarly, friends of friends are also unlikely
to be malicious. We assumethe likelihood of a node
B purposefullymisrouting a messagefrom node A is
proportionalto thedistancefrom A 'sownerto B 'sowner
in the socialnetwork.

1We assumea slim, but nonzero,chancethat a virus or trojan has
infectedtheir machine,causingit to act maliciously.



A. Trust Function

We expressthe trust that a node A has in node B
as T(A; B ). Based on our assumption,this value is
dependentonly on the distance(in hops) d from A to
B in the social network. To quantify this measureof
trust we use the expectedprobability that nodeB will
correctly routea messagefrom nodeA. The reasonfor
this choicewill becomeapparentshortly.

One simple trust function would be to assumeour
friends' nodes are very likely to correctly route our
messages,saywith probabilityf = 0.95.But their friends
are less likely (0.90), and their friends even less so
(0.85).A node's trustworthinessdecreaseslinearly with
respectto its distancefrom us in the social network.
This would level off when we hit the probability that
any random node will successfullyroute a message,
say r = 0.6. In large networks probability r repre-
sentsthe fraction of the network expectedto be good
nodeswilling to correctly route messages.Thus, r =
0.6 indicatesthat we expect that 40% of the network
nodes(or moreaccuratelynetwork nodeidenti�ers) will
purposefullymisroutemessages.In smallernetworks, r
is the probability that a peer at a large social distance
from us will route correctly. Here we have presenteda
lineartrust function.We considerothersin SectionIV-C.

We do not claim any of thesefunctionswith any spe-
ci�c parametervaluesis an accuratetrust representation
of any or all socialnetworks,but they doserve to express
the relation we believe exists betweensocial structure
and the probability of intentionalrouting misbehavior.

B. Path Rating

We need to comparethe likelihood that a message
will reach its destinationgiven the path selectedby a
routingalgorithm.For this reliability metricwe calculate
a path trust rating, denotedby P , by multiplying the
separatenode trust ratings for each node along the
routingpathfrom thesourceto destination.For example,
assumesourcenode S wishes to route a messageto
destinationnodeD . In orderto do soa routingalgorithm
calls for the messageto hop from S to A, then B ,
then C, and �nally D . Then the path rating will be
P = T(S; A) ¤T(S; B ) ¤T(S; C) ¤T(S; D). Given that
T(X ; Y ) is interpretedas the actual probability node
Y correctly routes node X 's message,then P is the
probability that the messageis received and properly
handledby D . Note that T(X ; Y ) is dependentonly on
theshortestpathin thesocialnetwork betweenX andY
andthusindependentof whetherY wasthe�rst, second,
or nth nodealong the path.

Includingthe�nal destination's trust rating is optional
anddependenton what we aremeasuring.If we wish to
accountfor thefactthatthedestinationmaybemalicious
andignorea message,we includeit. Sincewe areusing
path rating to comparerouting algorithmsgoing to the
same destination,both paths will include this factor,
making the issueirrelevant.

I I I . SOCIAL PATH ROUTING ALGORITHM

We wish to leveragethe assumedcorrelationbetween
routing reliability andsocialdistanceby creatinga peer-
to-peersystemthatutilizessocialinformationfrom aser-
vice suchasa communitywebsiteor instantmessenger
service.Though there are many ways to exploit social
links, for this paper, we focus on building a distributed
hash table (DHT) routing algorithm. Speci�cally, we
build on the basic Chord routing algorithm [11]. Our
techniqueis equally applicableto other DHT designs,
suchasCAN [9] or Pastry [10].

When a user �rst joins the Chord network, it is
randomly assigneda network identi�er from 0 to 1.
It then establisheslinks to its sequentialneighbors in
idspace,forming a ring of nodes.It alsomakesO(log n)
long links to nodes halfway aroundthering, a quarterof
theway, aneighth,etc.Whena nodeinsertsor looksup
anitem, it hashestheitem'skey to avaluebetween0 and
1. Using greedyclockwiserouting it canlocatethe peer
whoseid is closestto the key, and is thus responsible
for indexing the item, in O(log n) hops.

Our SocialPath ROUTing (SPROUT) algorithmadds
to Chordadditionallinks to any friends that areonline.
All popularinstantmessengerserviceskeepa useraware
of when their friendsenteror leave the network. Using
this existing mechanisma node can maintain links to
their friendsin theDHT aswell. Thisprovidesthemwith
several highly trustedlinks to usefor routing messages.
When a nodeneedsto route to key k SPROUT works
as follows:

1) Locatethe friend nodewhoseid is closestto, but
not greaterthan,k.

2) If sucha friend nodeexists, forward the message
to it. Thatnoderepeatstheprocedurefrom step1.

3) If no friend node is closer to the destination,
then usethe regular Chord algorithm to continue
forwarding to the destination.

A. Optimizations

Here we presenttwo techniquesto improve the per-
formanceof our routing algorithm.We evaluatethemin
SectionIV-B.



1) Lookahead:With the above procedure,when we
choosethe friend nodeclosestto the destinationwe do
not know if it has a friend to take us closer to the
destination.Thus,wemayhave to resortto regularChord
routing after the �rst hop. To improve our chancesof
�nding social hops to the destinationwe can employ
a lookaheadcacheof 1 or 2 levels. Each node may
sharewith its friends a list of its friends and, in 2-
level lookahead,its friends-of-friends.A nodecan then
consider all nodes within 2 or 3 social hops away
when looking for the node closest to the destination.
We still requirethat the messagebe forwardedover the
establishedsocial links.

2) Minimum Hop Distance: ThoughSPROUT guar-
anteesforward progresstowards the destinationwith
eachhop,it mayhappenthatat eachhopSPROUT �nds
thesequentialneighboris theclosestfriend to thetarget.
Thus, in the worst case,routing is O(n).

To prevent this we use a minimum hop distance
(MHD) to ensurethat the following friend hop coversat
leastMHD fractionof theremainingdistance(in idspace)
to the destination.For example, if MHD = 0.25, then
the next friend hop must be at least a quarter of the
distancefrom the currentnodeto the destination.If not
thenwe resortto Chordrouting,whereeachhop covers
approximatelyhalf of the distance.This optimization
guaranteesus O(log n) hops to any destination but
causesus to give up on usingsocial links earlier in the
routing process.When planningmultiple hopsat once,
due to lookahead,we require the path to cover MHD

k
additional distancefor each additional hop, for some
appropriatek.

IV. RESULTS

In this section we evaluate our friend-routing algo-
rithm as well as presentoptimizations.We also discuss
thetrustmodelandcomparethedifferenttrustfunctions.

A. SimulationDetails

To try out our SPROUT algorithm for DHTs we
decidedto compareit to Chord. We use two sources
for social network data for our simulations.The �rst
is data taken from the Club Nexus communitywebsite
establishedat StanfordUniversity. This datasetconsists
of over 2200 users and their links to each other as
determinedby their BuddyLists.Thesecondsourcewas
a syntheticsocialnetwork generatorbasedon the Small
World topology algorithm presentedin [8]. Both the
Club NexusdataandtheSmallWorld datacreatedsocial
networks with an averageof approximately8 links per

TABLE I

SPROUT VS. CHORD

Avg. Path Length Avg. Reliability
Regular Chord 5.343 0.3080
AugmentedChord 4.532 0.3649
SPROUT(1,0.5) 4.569 0.4661

node.We assignedeachsocial network nodea random
id in Chord.

We also ran experimentsusing a trace of a social
network basedon 130,000AOL InstantMessengerusers
and their Buddy Lists provided by BuddyZoo [2]. Be-
causeof the sizeof this dataset,we have only usedthe
datato verify resultsof our otherexperiments.

For each experiment we chose1000 random nodes
and, for each node, 1000 random keys to searchfor
(uniformly from 0 to 1). We computeda pathusingeach
routing algorithm and gatheredstatisticson path length
and trust rating. Eachdatapoint presentedbelow is the
averageof all 1,000,000paths.

In Section IV-B we use the linear trust function
describedin SectionII with f = 0:95andr = 0:6, which
correspondsto 40% of the nodesmisbehaving. We feel
sucha large fraction of badnodesis reasonablebecause
of the threatof Sybil attacks.We evaluatedifferenttrust
functionsandparametervaluesin SectionIV-C.

B. Algorithm Evaluation

We �rst evaluateSPROUT, using a lookaheadof 1
andMHD = 0.5, to Chordusing the Club Nexus social
network data.The �rst and third rows of Table I give
themeasuredvaluesfor boththeaveragepathlengthand
averagepath rating (or path reliability) of both regular
ChordroutingandSPROUT. With anaveragepathlength
of 5.343 and averagerating per path of 0.3080,Chord
performedmuch worse in both metrics than SPROUT,
which attainedvaluesof 4.569and0.4661,respectively.
In fact,a pathis over 1.5 timesaslikely to succeedusing
standardSPROUT aswith regular Chord.

But this difference in performancemay be simply
due to SPROUT having additional links available for
routing, and the fact that they are friend links may
have no effect on performance.To even the comparison
we augmentedChord by giving each node an equal
numberof randomlinks for Chordto useasit hasfriend
links. The performanceof the augmentedChord(AC) is
given in the secondrow of Table I. As expected,with
more links to choosefrom AC performs signi�cantly
better than regular Chord, especiallyin terms of path
length.But SPROUT is still 1.3 timesas likely to route



TABLE II

EVALUATING LOOKAHEAD AND MHD

Lookahead
MHD None 1-level 2-level

Length Rating Length Rating Length Rating
0 4.875 0.4068 5.101 0.4420 5.378 0.4421
0.125 4.805 0.4070 5.003 0.4464 5.258 0.4478
0.25 4.765 0.4068 4.872 0.4525 5.114 0.4551
0.5 4.656 0.4033 4.569 0.4661 4.757 0.4730

successfully. In the following sectionswe compare
SPROUT only to the augmentedChordalgorithm.

How werethe lookaheadandMHD valuesusedabove
chosen?TableII shows the resultsof our experimentsin
varyingbothparametersin thesamescenario.As we see,
the largestincreasein reliability comesfrom usinga 2-
level lookahead.But thiscomesataslightcostin average
path length,due to the fact that more lookaheadallows
us to routealong friend links for more of the path.For
example,for MHD = 0.5, no lookaheadaveraged0.977
social links per path,while 1-level lookaheadaveraged
2.533 and 2-level averaged3.491.Friend links tend to
not be as ef�cient as Chord links, so forward progress
may require 2 or 3 hops,dependingon the lookahead
depth.But friend links are more likely to reachnodes
closerto the sendingnodeon the socialnetwork.

IncreasingMHD limits the choicesin forward pro-
gressingfriend hops, causingthe algorithm to switch
to Chordearlierthanotherwise,but mitigatesinef�cient
progress. A large MHD seemsto be most effective at
both shorteningpath lengthsand increasingpath rating.
This is not very surprising.Sinceour reliability function
is multiplicative eachadditional link appreciablydrops
the path reliability.

Fromtheseresultswechoseto usea1-level lookahead
andanMHD of 0.5for ourstandardSPROUT procedure.
Though2-level lookaheadproducedslightly betterpath
ratingswedid not feel it warrantedthelongerroutepaths
and exponentially increasednodestatepropagation and
management.Our availablesocialnetwork dataindicates
thata userhason averagebetween8 and9 friends.Thus,
we would expect the averagenode's level-1 lookahead
cacheto hold lessthan100 entries.

Thepathratingspresentedabovewererelatively small,
indicating a low, but perhapsacceptable,probability of
successfullyrouting to a destinationin the DHT. If the
numberof friendsa userhasremainsrelatively constant
but the total number of network nodes increaseswe
would expect performanceto drop. But by how much?
To studythis we ran our experimentusingour synthetic
Small World model for networks of differentsizeswith
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Fig. 1. Performanceof SPROUT and AC in different size Small
World networks. The third curve shows the relative performanceof
SPROUT with respectto AC, plottedon the right-handy-axis.Note
that the x-axis is logscale.

a maximumpeersocialdegreeproportionalto O(log n).
We presenttheseresultsin Figure1.

We see that the drop in reliability for both routing
algorithmsis linear with respectto log of the number
of nodes.If the averagepath length were £(log n) as
in Chord,we would expect the reliability to drop expo-
nentially with respectto logn. But the additionaluseof
social links resultedin averagepath length increasing
more slowly than £(log n). Notice that the relative
performancegain of SPROUT over AC increasesasthe
network grows.At 10,000nodesSPROUT performsover
50% betterthanAC. As the network grows, the average
number of social links increasesslightly. The bene�t
SPROUT derives from additionalfriend links is greater
thanthebene�t AC derivesfrom additionalrandomlinks.

C. CalculatingTrust

All of our previous resultsuseda linear trust func-
tion with f = 0.95. Of courseother trust functions or
parametervaluesmay be moreappropriatefor different
scenarios. T(A; B ), using the linear trust function LT
we previously described,is de�ned in Equation1 as a
function of d, the distancefrom A to B in the social
network.

LT (d) = max(1 ¡ (1 ¡ f )d; r ) (1)

Insteadof a linear drop in trust, we may want to
model an exponentialdrop at eachadditionalhop. For
this we usean exponentialtrust function ET , shown in
Equation2.

ET(d) = max(f d; r ) (2)

Anothersimplefunctionwe call thesteptrustfunction
ST(d) assignsan equalhigh trustworthinessof f to all
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nodeswithin h hopsof us and the standardrating of r
to the rest.Equation3 de�nes the steptrust function.

ST(d) = if (d < h) then f elser (3)

In our experimentswe seth, the social horizon, to 5.
All threefunctionsareexpressedsothat f is therating

assignedto nodesone hop away in the social network,
the direct friends. In Figure 2 we graph both routing
algorithmsunderall three trust functionsas a function
of the parameterf .

We seeherethat both the linear (LT) andexponential
(ET) trust functionsperformequivalently while the step
trust function (ST) giveslessperformancedifferencefor
varying f . For all trust functionsSPROUT demonstrates
a clear improvement over augmentedChord for f >
0:85. For example, at f = 0.96 using the exponential
function SPROUT succeedsin routing 55% of the time,
while AC only 46%.

We alsovariedr , theexpectedfractionof goodnodes
in the network. We found that for valuesof r < 0:75
performanceremainedalmostconstant.Above 0.75both
algorithmssteadilyincreased.

D. Message Load

One problem SPROUT facesis uneven load distri-
bution due to the widely varying social connectivity of
the nodes.Peerswith more social links are expectedto
forwardmessagesfor friendsatahigherratethanweakly
sociallyconnectedpeers.To studythis issuewe measure
thenumberof messagesforwardedby eachnodeover all
1,000,000pathsfor bothSPROUT(1,0.5)andaugmented
Chord. The resulting load on eachnode, in decreasing
order, is given by the �rst two curves in Figure 3. The
load is calculatedasthe fraction of all messagesa node
participatedin routing.
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The highestloadednodein the SPROUT experiment
was very heavily loadedin comparisonto AC (4% vs
0.75%). As expected,a peer's social degree is propor-
tional to its load,with themostconnectedpeersforward-
ing themostmessages.Thoughthe top 200nodessuffer
substantiallymore load with SPROUT than AC, the
remainingnodesreport equalor less load. Becausethe
averagepath lengthfor SPROUT is slightly higher than
for AC, thetotal loadis greaterin theSPROUT scenario.
Yet the median load is slightly lower for SPROUT,
further indicatingan imbalancedload distribution.

To analyzethe importanceof the highly connected
nodes we removed the social links from the top 10
most connectednodes, but kept their regular Chord
links and reran the experiment.As the third curve in
Figure 3 shows, the load has lowered for the most
heavily weighted nodes,yet remainswell above AC.
Surprisinglythereliability wasbarelyaffected,dropping
by 2% to 0.4569. If highly connectednodeswere to
stop forwarding for friends due to too much traf�c, the
load would shift to other nodesand the overall system
performancewould not be greatlyaffected.

Insteadof reactingto high load, nodesmay wish to
only provide a limited numberof sociallinks for routing
from thestart.We limited all nodesto usingonly at most
20 social links for SPROUT. As we can seefrom the
Limit 20 curve in Figure3, theloadon thehighly-loaded
peers(excludingthemostloadedpeer)hasfallenfurther,
but not signi�cantly from the No Top 10 scenario.The
averagepath reliability hasdroppedonly an additional
1.5% to 0.4500.

In the end,it is the systemarchitectwho mustdecide



whetherthe load skew is acceptable.For weakly con-
nectedhomogeneoussystems,fair load distribution may
be critical. For other systems,improved reliability may
be moreimportant.In fact, onecould take advantageof
this skew. Adding one highly-connectedlarge-capacity
node to the network would increasereliability while
signi�cantly decreasingall othernodes' load.

V. RELATED AND FUTURE WORK

In [1], Castroetal proposeusingstricternetwork iden-
ti�er assignmentanddensitychecksto detectmisrouting
attacksin DHTs.They suggestusingconstrainedrouting
tables and redundantrouting to circumvent malicious
nodes and provide more securerouting. SPROUT is
complementaryto their approach,simply increasingthe
probability that the messagewill be routed correctly
the �rst time. One techniqueof theirs that would be
especiallyusefulin oursystemwastheir routefailuretest
basedon measuringthe densityof network ids around
oneselfandthe purporteddestination.Not only canthis
techniquebe usedto determinewhena routehasfailed,
but it can be usedto evaluatethe trustworthinessof a
node's sequentialneighborsby comparinglocal density
to that at randomlocationsin idspaceor aroundfriends.

Oneopenquestionis whethernodeidscanbeassigned
more intelligently to improve trustworthiness. That
is, if identi�ers were assignedto nodesbasedon the
currentids of their connectedfriends,what algorithmor
distribution for id assignmentwould optimizeour ability
to routeover social links?

We would like to evaluateSPROUT in a systemusing
replication.To illustrate,assumewe usek replicas,and
node A attemptsto insert an item in the DHT and
B searchesfor that item's key. If a messagehas an
expectedprobability p of reachingits destination,then
theprobabilityof B discoveringA 's item is 1¡ (1¡ p2)k .
Using the valuesin Table I for p and k = 3, SPROUT
would succeed52% of the time comparedto only 35%
for AC.

Users may be willing to declaremore friends if it
would improve their performance.How many social
links would eachuserneedto maintainto reacha target
averagepath rating?

With few modi�cations our model can be used to
evaluate other issues,such as Quality of Service. If
peersprioritized messageforwarding basedon service
agreementsand/or social connectionswe may want to
uselatency to comparerouting algorithms.Using func-
tions that give expecteddelay at each node in place
of trust functions, and using an additive, instead of

multiplicative, path rating function, we could express
this appropriately. In [6] we explorethis andotherissues
anddemonstratethatSPROUT performsevenbetterwith
respectto Chord in suchsystems.

VI. CONCLUSION

We have presenteda methodfor leveragingthe trust
relationshipsgainedby marrying a peer-to-peersystem
with a social network, and applied it to the problem
of mitigating misroutingattacks.We describeda model
for evaluating routing algorithmsis sucha systemand
proposedSPROUT, demonstratinghow it can improve
successfulrouting in a systemwherea large fraction of
the nodesaremalicious.
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