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Abstract— The equality and anonymity of peerto-peer
networks makes them vulnerable to routing denial of
sewice attacks from misbehasing nodes. In this paper,
we investigate how existing social networks can benet
P2P networks by leveraging the inherent trust associated
with social links. We presenta trust model that lets us
compare routing algorithms for P2P networks overlaying
social networks. We propose SPROUT, a DHT routing
algorithm that signi cantly increasesthe probability of
successfukouting by using social links. Finally, we discuss
further optimization and designchoicesfor both the model
and the routing algorithm.

. INTRODUCTION

Becauseof the anorymity of peersand the lack
of a centralizedenforcementageny, P2P systemsare
especiallyvulnerableto a cateyory of attackswe call
misroutingattacks.We usethe term mismuting to refer
to ary failure by a nodeto forward a messageo the ap-
propriatepeeraccordingto the correctrouting algorithm.
This includesdroppingthe message or forwarding the
messageo other colluding nodesinsteadof the correct
peer perhapsin an attemptto control the resultsof a
query A malicious node may wish to masqueradeas
the index owner of the key beingqueriedfor in orderto
disseminatdadinformationandsuppressontentshared
by other peers.

In addition, malicious users can acquire several
valid network identi ers and thus control multiple dis-
tinct nodesin the network. This is referredto as the
Sybil attack and has been studied by various groups
(e.g.[4] [3] [7]). Thisimpliesthata smallnumberof ma-
licious userscan control a large fraction of the network
nodes,increasingthe probability that they participatein
ary given messageoute.

To avoid routing messagethroughpossiblymalicious
nodeswe would preferforwardingour messagesirough
nodescontrolledby peoplewe know personally perhaps
from a real life social context. We could most likely
assumeour friendswould not purposefullymisrouteour

messages.Likewise, our friends could try and forward
our messagethrough their friends' nodes. This would
requirea mechanisnto identify who our socialcontacts
areandlocatethemin the network whenthey areonline.

Fortunately this mechanisnalreadyexistsin theform
of various social network services.AOL, Microsoft,
and Yahoo! all provide instant messagingservicesto
millions of users,alerting them when their friends log
on. Mary websites|ike Friendsterspecializein creating
andutilizing socialnetworks. We proposebuilding peer
to-peer networks which leveragethese existing social
network servicesto establishadditional, highly trusted,
links at little additionalcost. To determinethe value of
sucha systemwe needa newv way of modelling social
trust and how it translateso the chanceof misrouting.
We presentsucha trust modelin Sectionll.

Adopting sociallinks in an unstructured2P network
is relatively simple,sincenodesarefreeto connecto ary
peers.However, usingthemin structurednetworks (e.g.
DHTSs) is more challengingbecausepeer connections
are typically determinedalgorithmically In Sectionlll
we presentSPROUT, a routing algorithm that takes
advantageof social links in structurednetworks, and
compareit to current standardrouting techniquesin
Section|V. Social networks can be exploited by P2P
systemdfor a variety of otherreasonsin SectionV we
discussapplicationscenariosvhereour modelis useful,
as well as other related and future work. Finally, we
concludein SectionVI.

Il. TRUST MODEL

The basicassumptiorof this paperis that computers
managedby friends are not likely to be selsh or
malicious and dery us service or misroute our mes-
sages.Similarly, friends of friends are also unlikely
to be malicious. We assumethe likelihood of a node
B purposefully misrouting a messagdrom node A is
proportionako thedistancerom A's ownerto B's owner
in the social network.

1We assumea slim, but nonzero,chancethat a virus or trojan has
infectedtheir machine,causingit to act maliciously



A. Trust Function

We expressthe trust that a node A hasin node B
as T(A; B). Basedon our assumption,this value is
dependenbnly on the distance(in hops)d from A to
B in the social network. To quantify this measureof
trust we usethe expectedprobability that node B will
correctly route a messagdrom nodeA. The reasonfor
this choicewill becomeapparentshortly,

One simple trust function would be to assumeour
friends' nodesare very likely to correctly route our
messagesaywith probabilityf = 0.95.But theirfriends
are less likely (0.90), and their friends even less so
(0.85). A nodes trustworthinessdecrease$inearly with
respectto its distancefrom us in the social network.
This would level off when we hit the probability that
ary random node will successfullyroute a message,
say r = 0.6. In large networks probability r repre-
sentsthe fraction of the network expectedto be good
nodeswilling to correctly route messagesThus, r =
0.6 indicatesthat we expect that 40% of the network
nodes(or more accuratelynetwork nodeidenti ers) will
purposefullymisroutemessagedn smallernetworks, r
is the probability that a peerat a large social distance
from us will route correctly Here we have presenteda
lineartrustfunction. We considerothersin SectionlV-C.

We do not claim ary of thesefunctionswith ary spe-

ci ¢ parametewnaluesis an accuratetrust representation

of ary or all socialnetworks,but they do sene to express
the relation we believe exists betweensocial structure
andthe probability of intentionalrouting misbehaior.

B. Path Rating

We needto comparethe likelihood that a message
will reachits destinationgiven the path selectedby a
routingalgorithm.For this reliability metricwe calculate
a path trust rating, denotedby P, by multiplying the
separatenode trust ratings for each node along the
routing pathfrom the sourceto destinationFor example,
assumesourcenode S wishesto route a messageto
destinatiomodeD . In orderto do soaroutingalgorithm
calls for the messageto hop from S to A, then B,
then C, and nally D. Then the path rating will be
P=T(SA)eT(S;B)aT(S;C)aT(S;D). Giventhat
T(X;Y) is interpretedas the actual probability node
Y correctly routes node X's messagethen P is the
probability that the messageis receved and properly
handledby D. Notethat T (X;Y) is dependenbnly on
the shortespathin the socialnetwork betweenX andY
andthusindependenof whetherY wasthe rst, second,
or nth nodealongthe path.

Includingthe nal destinatiors trustratingis optional
anddependenbn whatwe are measuringlf we wish to
accountfor thefactthatthe destinatiormay be malicious
andignorea messagewe includeit. Sincewe areusing
path rating to comparerouting algorithmsgoing to the
same destination,both paths will include this factor
makingthe issueirrelevant.

I11. SoclAL PATH ROUTING ALGORITHM

We wish to leveragethe assumedorrelationbetween
routing reliability andsocialdistanceby creatinga peer
to-peersystemthatutilizes socialinformationfrom a ser
vice suchasa communitywebsiteor instantmessenger
service.Thoughthere are mary ways to exploit social
links, for this paper we focus on building a distributed
hash table (DHT) routing algorithm. Speci cally, we
build on the basic Chord routing algorithm [11]. Our
techniqueis equally applicableto other DHT designs,
suchas CAN [9] or Pastry[10].

When a user rst joins the Chord network, it is
randomly assigneda network identi er from 0 to 1.
It then establishedinks to its sequentialneighbos in
idspaceforming a ring of nodes.It alsomakesO(log n)
long links to nodes halfway aroundthering, a quarterof
the way, an eighth,etc. Whena nodeinsertsor looks up
anitem, it hashesheitem's key to avaluebetweerD and
1. Using greedyclockwiserouting it canlocatethe peer
whoseid is closestto the key, andis thus responsible
for indexing the item, in O(log n) hops.

Our Social Path ROUTing (SPROUT) algorithmadds
to Chord additionallinks to ary friendsthat are online.
All popularinstantmessengeserviceskeepa useraware
of whentheir friends enteror leave the network. Using
this existing mechanisma node can maintain links to
theirfriendsin the DHT aswell. This providesthemwith
several highly trustedlinks to usefor routing messages.
When a node needsto route to key k SPROUT works
asfollows:

1) Locatethe friend nodewhoseid is closestto, but
not greaterthan, k.

2) If sucha friend nodeexists, forward the message
to it. Thatnoderepeatghe procedurdrom stepl.

3) If no friend node is closer to the destination,
then usethe regular Chord algorithm to continue
forwardingto the destination.

A. Optimizations

Here we presenttwo techniquegto improve the per
formanceof our routing algorithm.We evaluatethemin
SectionlV-B.



1) Lookahead: With the above procedure when we
choosethe friend nodeclosestto the destinationwe do
not know if it has a friend to take us closer to the
destinationThus,we mayhave to resortto regularChord
routing after the rst hop. To improve our chancesof
nding social hopsto the destinationwe can employ
a lookaheadcacheof 1 or 2 levels. Each node may
sharewith its friends a list of its friends and, in 2-
level lookaheadjts friends-of-friends.A nodecanthen
consider all nodes within 2 or 3 social hops away
when looking for the node closestto the destination.
We still requirethat the messagde forwardedover the
establishedocialllinks.

2) Minimum Hop Distance: Though SPROUT guar
anteesforward progresstowards the destinationwith
eachhop, it may happerthatat eachhop SPROUT nds
the sequentiaheighboris the closestfriend to the target.
Thus,in the worst case,routingis O(n).

To prevent this we use a minimum hop distance
(MHD) to ensurethatthe following friend hop coversat
leastMHD fractionof theremainingdistancg(in idspace)
to the destination.For example,if MHD = 0.25, then
the next friend hop must be at least a quarter of the
distancefrom the currentnodeto the destinationIf not
thenwe resortto Chordrouting, whereeachhop covers
approximatelyhalf of the distance.This optimization
guaranteesus O(logn) hops to ary destination but
causedus to give up on usingsociallinks earlierin the
routing processWhen planning multiple hopsat once,
due to lookahead,we require the path to cover @
additional distancefor each additional hop, for some
appropriatek.

IV. RESULTS

In this sectionwe evaluate our friend-routing algo-
rithm aswell as presentoptimizations.We also discuss
thetrustmodelandcomparethe differenttrustfunctions.

A. SimulationDetails

To try out our SPROUT algorithm for DHTs we
decidedto compareit to Chord. We use two sources
for social network data for our simulations.The rst
is datataken from the Club Nexus community website
establishedht StanfordUniversity This datasefconsists
of over 2200 usersand their links to each other as
determinedoy their Buddy Lists. The secondsourcewas
a syntheticsocial network generatoibasedon the Small
World topology algorithm presentedin [8]. Both the
Club Nexusdataandthe Small World datacreatedsocial
networks with an averageof approximately8 links per

TABLE |
SPROUT vs. CHORD

Avg. Path Length | Avg. Reliability
Regular Chord 5.343 0.3080
AugmentedChord 4532 0.3649
SPROUT(1,0.5) 4.569 0.4661

node.We assignedeachsocial network nodea random
id in Chord.

We also ran experimentsusing a trace of a social
network basedon 130,000A0L InstantMessengetsers
and their Buddy Lists provided by BuddyZoo[2]. Be-
causeof the size of this datasetwe have only usedthe
datato verify resultsof our other experiments.

For each experimentwe chose1000 random nodes
and, for each node, 1000 random keys to searchfor
(uniformly from 0 to 1). We computeda pathusingeach
routing algorithm and gatheredstatisticson path length
andtrust rating. Eachdatapoint presentedelow is the
averageof all 1,000,000paths.

In Section IV-B we use the linear trust function
describedn Sectionll with f = 0:95andr = 0:6, which
correspondgo 40% of the nodesmisbehaing. We feel
sucha large fraction of badnodesis reasonabldecause
of the threatof Sybil attacks.We evaluatedifferenttrust
functionsand parametewaluesin SectionlV-C.

B. Algorithm Evaluation

We rst evaluate SPROUT, using a lookaheadof 1
andMHD = 0.5, to Chord usingthe Club Nexus social
network data. The rst and third rows of Table| give
the measuredaluesfor boththe averagepathlengthand
averagepath rating (or path reliability) of both regular
ChordroutingandSPROUT. With anaveragepathlength
of 5.343 and averagerating per path of 0.3080,Chord
performedmuch worsein both metrics than SPROUT,
which attainedvaluesof 4.569and 0.4661,respectrely.
In fact,a pathis over 1.5timesaslikely to succeedising
standardSPROUT aswith regular Chord.

But this differencein performancemay be simply
due to SPROUT having additional links available for
routing, and the fact that they are friend links may
have no effect on performanceTo eventhe comparison
we augmentedChord by giving each node an equal
numberof randomlinks for Chordto useasit hasfriend
links. The performanceof the augmentedChord (AC) is
given in the secondrow of Tablel. As expected,with
more links to choosefrom AC performs signi cantly
better than regular Chord, especiallyin terms of path
length.But SPROUT is still 1.3 timesaslikely to route



TABLE 1
EVALUATING LOOKAHEAD AND MHD

Lookahead
MHD None 1-level 2-level
Length| Rating| Lengthl Rating| Length| Rating
0 4.875 | 0.4068 5.101 | 0.4420 5.378 | 0.4421
0.125 | 4.805 | 0.4070 5.003 | 0.4464| 5.258 | 0.4478
0.25 | 4.765 | 0.4068 4.872 | 0.4525 5.114 | 0.4551
0.5 4.656 | 0.4033 4.569 | 0.4661] 4.757 | 0.4730

successfully In the following sectionswe compare
SPROUT only to the augmentedChord algorithm.

How werethelookaheadandMHD valuesusedabore
chosen?lablell shaws the resultsof our experimentsin
varyingboth parameter the samescenarioAs we see,
the largestincreasein reliability comesfrom usinga 2-
level lookaheadBut thiscomesataslight costin average
path length, dueto the fact that more lookaheadallows
us to route along friend links for more of the path. For
example,for MHD = 0.5, no lookaheadaveraged0.977
social links per path, while 1-level lookaheadaveraged
2.533 and 2-level averaged3.491. Friend links tend to
not be as efcient as Chord links, so forward progress
may require 2 or 3 hops, dependingon the lookahead
depth.But friend links are more likely to reachnodes
closerto the sendingnode on the social network.

IncreasingMHD limits the choicesin forward pro-
gressingfriend hops, causingthe algorithm to switch
to Chordearlierthan otherwise but mitigatesinef cient
progress. A large MHD seemsto be most effective at
both shorteningpathlengthsandincreasingpathrating.
This is not very surprising.Sinceour reliability function
is multiplicative eachadditionallink appreciablydrops
the pathreliability.

Fromtheseresultswe choseto usea 1-level lookahead
andanMHD of 0.5for our standardSPROUT procedure.
Though2-level lookaheadproducedslightly betterpath
ratingswe did notfeelit warrantedhelongerroutepaths
and exponentiallyincreasedhode state propagtion and
managemenur availablesocialnetwork dataindicates
thata userhason averagebetweer8 and9 friends.Thus,
we would expect the averagenodes level-1 lookahead
cacheto hold lessthan 100 entries.

Thepathratingspresentedbore wererelatively small,
indicating a low, but perhapsacceptableprobability of
successfullyrouting to a destinationin the DHT. If the
numberof friendsa userhasremainsrelatively constant
but the total number of network nodesincreaseswe
would expect performanceo drop. But by how much?
To studythis we ran our experimentusingour synthetic
Small World modelfor networks of differentsizeswith
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Fig. 1. Performanceof SPROUT and AC in different size Small
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a maximumpeersocialdegreeproportionalto O(log n).
We presenttheseresultsin Figure 1.

We seethat the drop in reliability for both routing
algorithmsis linear with respectto log of the number
of nodes.If the averagepath length were £(log n) as
in Chord, we would expectthe reliability to drop expo-
nentially with respecto logn. But the additionaluseof
social links resultedin averagepath length increasing
more slowly than £(log n). Notice that the relative
performancegain of SPROUT over AC increasessthe
network grows. At 10,000nodesSPROUT performsover
50% betterthan AC. As the network grows, the average
number of social links increasesslightly. The bene t
SPROUT derves from additionalfriend links is greater
thanthebene t AC derivesfrom additionalrandomlinks.

C. Calculating Trust

All of our previous resultsuseda linear trust func-
tion with f = 0.95. Of courseother trust functions or
parametervaluesmay be more appropriatefor different
scenarios. T (A; B), usingthe linear trust function LT
we previously described,s de ned in Equationl asa
function of d, the distancefrom A to B in the social
network.

LT (d) = max(Li (1i f)d:r) (1)

Instead of a linear drop in trust, we may want to
model an exponentialdrop at eachadditional hop. For
this we usean exponentialtrust function ET, shavn in
Equation2.

@

Anothersimplefunctionwe call the steptrustfunction
ST (d) assignsan equalhigh trustworthinessof f to all

ET(d) = max(f %;r)
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nodeswithin h hopsof us and the standardrating of r
to the rest. Equation3 de nes the steptrust function.

ST(d) = if (d< h) thenf elser 3)

In our experimentswe seth, the social horizon to 5.

All threefunctionsareexpressedothatf is therating
assignedo nodesone hop away in the social network,
the direct friends. In Figure 2 we graph both routing
algorithmsunderall threetrust functionsas a function
of the parameteff .

We seeherethat both the linear (LT) and exponential
(ET) trust functionsperformequvalently while the step
trustfunction (ST) giveslessperformancealifferencefor
varyingf . For all trustfunctionsSPROUT demonstrates
a clear improvement over augmentedChord for f >
0:85. For example,at f = 0.96 using the exponential
function SPROUT succeeds$n routing 55% of the time,
while AC only 46%.

We alsovariedr, the expectedfraction of goodnodes
in the network. We found that for valuesof r < 0:75
performanceemainedalmostconstantAbove 0.75both
algorithmssteadilyincreased.

D. Message Load

One problem SPROUT facesis uneven load distri-
bution due to the widely varying social connectvity of
the nodes.Peerswith more social links are expectedto
forwardmessagetor friendsata higherratethanweakly
socially connectedeers.To studythis issuewe measure
the numberof messageforwardedby eachnodeover all
1,000,000pathsfor both SPROUT(1,0.5)andaugmented
Chord. The resultingload on eachnode,in decreasing
ordet is given by the rst two curvesin Figure 3. The
load is calculatedasthe fraction of all messagea node
participatedin routing.
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The highestloadednodein the SPROUT experiment
was very heaily loadedin comparisonto AC (4% vs
0.75%). As expected,a peers social degreeis propor
tionalto its load, with themostconnectegeersforward-
ing the mostmessageslhoughthe top 200 nodessuffer
substantiallymore load with SPROUT than AC, the
remainingnodesreport equalor lessload. Becausethe
averagepathlengthfor SPROUT is slightly higherthan
for AC, thetotal loadis greaterin the SPROUT scenario.
Yet the median load is slightly lower for SPROUT,
further indicating an imbalancedoad distribution.

To analyzethe importanceof the highly connected
nodeswe removed the social links from the top 10
most connectednodes, but kept their regular Chord
links and reran the experiment. As the third curve in
Figure 3 shaws, the load has lowered for the most
hearily weighted nodes, yet remainswell abore AC.
Surprisinglythe reliability wasbarelyaffected,dropping
by 2% to 0.4569.If highly connectednodeswere to
stop forwarding for friends dueto too muchtrafc, the
load would shift to other nodesand the overall system
performancewould not be greatly affected.

Insteadof reactingto high load, nodesmay wish to
only provide a limited numberof sociallinks for routing
from the start. We limited all nodesto usingonly at most
20 social links for SPROUT. As we can seefrom the
Limit 20 cune in Figure3, theload on the highly-loaded
peers(excludingthe mostloadedpeer)hasfallenfurther,
but not signi cantly from the No Top 10 scenario.The
averagepath reliability hasdroppedonly an additional
1.5%to 0.4500.

In the end, it is the systemarchitectwho mustdecide



whetherthe load skew is acceptableFor weakly con-

nectedhomogeneousystemsfair load distribution may
be critical. For other systems,jmproved reliability may

be moreimportant.In fact, one could take advantageof

this skew. Adding one highly-connectedarge-capacity
node to the network would increasereliability while

signi cantly decreasinall othernodes'load.

V. RELATED AND FUTURE WORK

In [1], Castroetal proposeusingstricternetwork iden-
ti er assignmenanddensitychecksto detectmisrouting
attacksin DHTSs. They suggestsingconstrainedouting
tables and redundantrouting to circumwent malicious
nodes and provide more securerouting. SPROUT s
complementaryto their approachsimply increasingthe
probability that the messagewill be routed correctly
the rst time. One techniqueof theirs that would be
especiallyusefulin our systemwastheir routefailuretest
basedon measuringthe density of network ids around
oneselfandthe purporteddestination.Not only canthis
techniquebe usedto determinewhena route hasfailed,
but it can be usedto evaluatethe trustworthinessof a
nodes sequentiaheighborsby comparinglocal density
to thatat randomlocationsin idspaceor aroundfriends.

Oneopenquestionis whethemodeids canbeassigned
more intelligently to improve trustworthiness. That
is, if identi ers were assignedto nodesbasedon the
currentids of their connectedriends,whatalgorithmor
distribution for id assignmentvould optimize our ability
to route over sociallinks?

We would like to evaluateSPROUT in a systemusing
replication.To illustrate,assumewe usek replicas,and
node A attemptsto insert an item in the DHT and
B searchedor that item's key. If a messagehas an
expectedprobability p of reachingits destination,then
the probabilityof B discoveringA'sitemis 1j (1j p?)X.
Using the valuesin Table | for p andk = 3, SPROUT
would succeedb2% of the time comparedo only 35%
for AC.

Users may be willing to declaremore friends if it
would improve their performance.How mary social
links would eachuserneedto maintainto reacha tamget
averagepathrating?

With few modi cations our model can be used to
evaluate other issues,such as Quality of Service. If
peersprioritized messagdorwarding basedon service
agreementsnd/or social connectionswe may want to
uselateny to comparerouting algorithms.Using func-
tions that give expecteddelay at each node in place
of trust functions, and using an additive, instead of

multiplicative, path rating function, we could express
this appropriatelyIn [6] we explorethis andotherissues
anddemonstratéhatSPROUT performsevenbetterwith
respectto Chordin suchsystems.

V1. CONCLUSION

We have presentech methodfor leveragingthe trust
relationshipsgained by marrying a peerto-peersystem
with a social network, and appliedit to the problem
of mitigating misroutingattacks.We describeda model
for evaluating routing algorithmsis sucha systemand
proposedSPROUT, demonstratinghow it can improve
successfulouting in a systemwherea large fraction of
the nodesare malicious.

VIlI. ACKNOWLEDGEMENTS

The authorswould like to thank Orkut Buyukkokten
for providing us with the Club Nexus dataand Adam
D'Angelo for providing us with the BuddyZoodata.

REFERENCES
(1]

CASTRO, M., DRUSHEL, P.,, GANESH, A., ROWSTRON, A.,
AND WALLACH, D. Securerouting for structuredpeerto-peer
overlay networks. In OSDI'02 (2002).

[2] D'ANGELO, A. BuddyZoo. http://wwwbuddyzoo.com.

[3] DOUCEUR, J. R. The Sybil Attack. In Proceedingsof the
International Workshopon Peerto-Peer Systemg2002).
FRIEDMAN, E., AND RESNICK, P. The social cost of cheap
pseudogms. Journal of Economicsand ManagementStrategy
10, 2 (1998),173-199.

GuMMADI, K., GUMMADI, R., GRIBBLE, S., RATNASAMY,
S., SHENKER, S., AND STOICA, |. The impact of DHT
routing geometryon resilienceand proximity. In Proc. ACM
SIGCOMM (2003).

MARTI, S., GANESAN, P., AND GARCIA-MOLINA, H.
SPROUT: P2PRoutingwith SocialNetworks. Tech.rep.,2004.
dbpubs.stanford.edu/pub/2004-5.

MARTI, S., AND GARCIA-MOLINA, H. Identity crisis:
Anonymity vs. reputationin p2p systems.In IEEE 3rd Inter-
national Confeenceon Peerto-Peer Computing(P2P 2003)
PuNIiYanl, A. R., LUKOSE, R. M., AND HUBERMAN,
B. A. Intentional Walks on Scale Free Small
Worlds.  ArXiv CondensedMatter e-prints (July 2001).
http://aps.arxi.org/abs/cond-mat/0107212.

RATNASAMY, S., FRANCIS, P.,, HANDLEY, M., KARP, R., AND
SHENKER, S. A scalablecontentaddressableetwork. Tech.
Rep.TR-00-010,Berkeley, CA, 2000.

ROWSTRON, A., AND DRUSCHEL, P. Pastry: Scalable decen-
tralizedobjectlocation,androuting for large-scalepeerto-peer
systems. IFIP/ACM International Confeence on Distributed
Systemd#latforms(2001), 329-350.

StoICA, |., MORRIS, R., LIBEN-NOWELL, D., KARGER,
D. R., KAASHOEK, M. F., DABEK, F., AND BALAKRISHNAN,
H. Chord: a scalablepeerto-peerlookup protocolfor internet
applications.|IEEE/ACM Trans.Netw 11, 1 (2003),17-32.

(4]

(6]

(7]

(8]

(9]

[10]

[11]



